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CHAPTER ONE

INTRODUCTION

1.1 Background to the Study

The United Nations (UN) Agenda 2030 for Sustainable
Development has become one of the major targets
confronting the world leaders today. The Goal 14 — “Life
below Water” seeks to conserve, sustainably use the
oceans, seas, and marine resources for sustainable
development. In view of this goal, governments and heads
of states have mounted various strategies to protect their
territorial waters. One of the key issues obstructing
marine resources utilization is piracy. To response to this
obstruction, the current study is proposed to design
model to facially recognize the pirates (Liu et al., 2021;

Boo and Chua, 2022).

In respect of the direction taken by the researcher, it
should be emphasized herein that the concept of piracy
has changed throughout history depending on the act
itself, the perpetrator's modus operandi, and the era
(Hashting and Philips 2022). The definition of piracy has
evolved over time and depended on circumstances. The
evolution of the definition reflects the politics of the time,
which was characterized by a distinction between pirates
and privateers (Langfitt, 2011). In ancient times, piracy
referred to those who attacked others at sea.. A pirate

society was a community that plundered people and



goods en masse without an official declaration of war

(Goodwin, 2006).

There are many applications that recognize faces.
Manufacturers of digital cameras, camcorders and
surveillance cameras claim that their products recognize
faces and smiles and behave accordingly Facial recognition
is then defined as a subset of visual pattern recognition.
Humans are constantly recognizing visual patterns and
receiving visual information from their eyes. The brain
recognizes this information as meaningful concepts
(Lander et al., 2018). Face recognition in the broadest
sense encompasses the methods used to design face
recognition systems. Face recognition algorithms
determine the coordinates of all faces in an image (Li et
al., 2010). How can this be achieved? How do modern
systems that require more accurate facial recognition
work? The potential of facial recognition is huge, including
for security and various applications. There is no official
definition of face recognition. We can say that face
recognition is a system that recognizes faces from camera
images, compares them with data from a face database
using a specific algorithm, and draws conclusions based on

this information.

In general, facial recognition can be divided into two
categories: Face recognition and face matching. The goal
of face recognition is to find a specific face in an image or
video, while the goal of verification methods is to confirm
that a person is indeed who he or she claims to be
(Ahonen, 2008; Lehmussola, 2008). Face recognition

systems have developed due to the simultaneous



development of computer image processing. This includes
the use of automatic recognition and learning methods
from video data and improvements in camera technology.
For example, facial recognition technology works by
calculating facial features captured by digital cameras
(Rossion and Michael, 2018). This image is then compared

with previously analysed faces and stored in a database.

There are several studies on unmanned aerial vehicle in
maritime piracy. For instance, Tahir et al. (2019) analysed
the main features of drone havens and assessed how they
are perceived by the public. To achieve their goals, they
argue the features, challenges, and importance of drones.
The report also presents the results of a pilot study with
researchers, which shows that drone platforms will be an
important issue in the future and will eventually become

mainstream.

Also, Li and Fung (2019) investigated whether the concept
of autonomous ships brings a breakthrough to the
maritime industry by improving ship safety and local
development opportunities. This study uses the example
of Norway, which developed the first autonomous vessel
and initiated autonomous operations in the region by
establishing the Advanced Autonomous Watercraft

(AAWA) program.

Again, Keshtgar et al. (2019) investigated whether
orthognathic surgery affects facial recognition in the
automated border control system of airports and whether
it is useful to update the photographic identification of

patients after surgery. A total of 50 patients responded to



the survey, 35 of whom travelled by air after the
intervention. Of these, six had immigration problems (two
human, four automatic), but were able to travel safely
after additional security checks; four had undergone
double tongue surgery, one a mandibular frontal surgery,
and one a mandibular frontal surgery. Orthognathic
surgery affects identification at border control and most
of our patients had problems at the automatic screening
because the biometric data on the chip of the electronic
passport did not match the scanned biometric data. These
results may improve the information provided to patients
before surgery, but further studies are needed to increase

the sample size and reliability.

Moving on, Liu et al. (2021) analysed the confidentiality of
facial recognition and the factors affecting it. The results
show that users are more concerned about privacy if they
think their personal information can be compromised by
facial recognition. Henderson et al. (2018) examined how
cross-cultural responsiveness affects the ability of service
providers to recognize the faces of black and white
consumers; two experiments were conducted to
understand how cross-cultural responsiveness affects the
face recognition of black and white consumers. It was
found that the more cross-cultural responsiveness the
respondents showed toward blacks, the better they were
able to distinguish between black and new regular

customers in the same experience.

This research then focusses on the artificial intelligence

algorithm used in facial recognition by using Neural



Network in deep learning to be incorporated in drones in

efforts to tackle Maritime Piracy.

1.2 Problem Statement

Maritime have already been confronted with piracy. Over
time, the law of the sea has changed. Numerous regions
of the world, the practice has deep cultural roots, so that
what is often considered illegal is recognised and upheld
in some places (Caplan et al., 2010; Randrianantenaina
2013; Hashtings and Philips, 2022). The definition of piracy
and non-piracy has changed over time (Ali, 2014; Atole et
al., 2017). The prevalence of piracy fluctuates and
decreases over time due to several factors. Therefore,
piracy is a complex issue, and its causes must be
considered. International transportation security has
always been a crucial concern. The core of global trade is
the movement of products. Investors and shippers both
want their cargo to arrive intact. Markets make trade
easier, and trade makes transportation easier. The risks
are very different at sea. There are two distinct accident
kinds to think about: accidents involving marine safety and

security (Warren, 2011; Ruiz et al., 2021).

Security incidents are unintentional events such as
accidents caused by natural phenomena, crew members
or third parties. These include fires, equipment damage
and collisions. Safety incidents also include navigation
accidents caused by weather and geographical conditions.
Modern piracy is a criminal activity that threatens the lives
and livelihoods of many seafarers. Piracy and armed

robbery have increased significantly in recent years and



thousands of seafarers have been killed, injured, robbed,
or threatened (Jones, 2014; Julius et al., 2022). However,
the adoption of international anti-piracy laws has changed
these penalties, with pirates being tried by national courts
rather than politicians. This means that convicted pirates
can be rehabilitated. Unlike the pirates of the Golden Age,
who lived on the sea, today's pirates are mostly on land
and attack with speedboats. Pirate tactics have changed,
and weapons are now more common than swords.
However, their objectives have remained the same. They
threaten, rob, attack, and sometimes abandon the crews

of other ships.

Although there have been studies on maritime piracy, for
instance, Khan et al. (2021) developed a system for real-
time accurate detection of sprayed areas, which is very
important for unmanned aerial spraying: they developed
a two-stage target detection system using Deep Learning
from drone images. Consider creating a cilantro nursery to
determine areas to be sprayed with the classifier. The
developed deep learning system had an average F1 value
of 0.955 and an average computation time of 3.68
milliseconds to locate the classifier. The developed deep
learning system can be implemented in a real-time drone-
based delivery system to make a trade-off between
delivery accuracy and computational complexity and
overcome the computational limitations associated with

drones.

Also, Zhang et al. (2018) proposed a pheromone-based
method for monitoring drone interference against hacking

attacks. In this approach, the environment is modelled

10



using a pheromone map, and drone movements are
detected based on pheromone intensity. Considering the
interaction between pirates and merchant ships, an on-
board detection mechanism is proposed to increase the
probability of detecting pirates. To eliminate the
disadvantages of the indirect distribution mechanism, a
prediction and redirection mechanism using an ascending
collection mechanism was proposed. Simulation
experiments were conducted to test the effectiveness of
the proposed method. The results show that the proposed
method reduces the success rate of hacking attacks by 8%
compared to the alternate method, and that the indirect
collection mechanism is more effective than the indirect
intent propagation mechanism, especially in the presence

of many drones.

Moreover, Ruiz et al. (2021) reported the results of a study
on the use of unmanned aerial vehicles (UAVSs) as a visual
data collection tool to investigate anomalous phenomena
on building facades in the fields of architecture,
engineering, construction, and facilities management. The
methodology used is an experimental field study with
three medium and tall buildings as case studies. The
results show that digital aerial photos are more effective
in detecting damage than 3D models and orthophotos
created with digital photogrammetry software,
demonstrating the technical feasibility and effectiveness

of unmanned inspections.

However, there have not been enough studies on facial
recognition in maritime piracy, for this purpose this study

aims in incorporating Artificial intelligence face

11



recognition software to be used in an Unmanned Aerial

Vehicles to optimise Maritime Piracy safety.

1.3 Objective of the Study

The main Objective of the study is to access the impact of
facial recognition in Maritime Piracy. The study will
specifically focus on the following objective.

1.2 Detect faces; facial recognition software which can be
used by third party business, companies, or Governments
in an Unmanned Area vehicles in improving Maritime
Piracy.

1.2 Recognize faces by comparing them to previously taken

images.

CHAPTER TWO

LITERATURE REVIEW

2.1 Introduction

This chapter presents review on the topic, the impact of
facial recognition in maritime piracy. Specifically, the
chapter has been categorized into four sections, the
conceptual review, the theoretical review, the empirical

review, and the conceptual framework.

2.2 Conceptual Review

e Facial Recognition
Recognizing faces seems like a simple task for the human

brain. However, it is difficult for a computer system to do



so (Ahonen, 2008). Today, however, there are many
applications that recognize faces. Manufacturers of digital
cameras, camcorders and surveillance cameras claim that
their products recognize faces and smiles and behave
accordingly. How can this be achieved? How do modern
systems that require more accurate facial recognition
work? The potential of facial recognition is huge, including
for security and various applications. There is no official
definition of face recognition. We can say that face
recognition is a system that recognizes faces from camera
images, compares them with data from a face database
using a specific algorithm, and draws conclusions based on
this information. In general, facial recognition can be
divided into two categories: Face recognition and face
matching. The goal of face recognition is to find a specific
face in an image or video, while the goal of verification
methods is to confirm that a person is indeed who he or
she claims to be (Ahonen, 2008; Lehmussola, 2008). The
scientific definition of RFS is not straightforward, but RFS
can be divided into two different categories (recognition
and verification), which represent the main research
areas. Recognition methods, for example, involve
recognizing a selected person in a crowd. A digital image
of the person must be stored in a database to compare
different data. In authentication, a person's face is like a
card or password. Kamarinen (2008) notes that many
systems use authentication methods in which a person
with the correct face is granted access to a restricted area

controlled by the SRF.

Facial recognition is a subset of visual pattern recognition.

Humans are constantly recognizing visual patterns and

13



receiving visual information from their eyes. The brain
recognizes this information as meaningful concepts
(Lander et al., 2018). In a computer, an image or video is a
chain of several pixels. The machine must decide which
concept the data set represents. This is the problem of
approximate classification in visual pattern recognition. In
face recognition, for each data set that contains a face, the
machine must distinguish to whom that face belongs. This
is a problem that has several parts (Hu et al., 2010). Face
recognition in the broadest sense encompasses the
methods used to design face recognition systems. This
includes face recognition, face localization, identity
recognition and image pre-processing. Face recognition
algorithms determine the coordinates of all faces in an
image (Li et al., 2010). In this process, the entire image is
scanned to determine whether a potential area is a face.
The face coordinate can be derived from a square,
rectangle, etc. Face position is the position of the face
coordinate in the face recognition coordinate system
(Lander et al., 2018; Li et al., 2020). Deep learning systems
mainly use advanced methods to detect good positions.
The computation time of face localization algorithms is

much shorter than that of face recognition algorithms.

Face recognition systems have developed due to the
simultaneous development of computer image
processing. This includes the use of automatic recognition
and learning methods from video data and improvements
in camera technology. These databases store many faces,
their names and other personal information. Face
recognition systems work by computer analysis of the

shape of the face, or geometric coordinates of position
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and distance. These coordinates include the centres of the
pupils of both eyes, the back of the nose and the eyebrows
(Amato et al.). Since each person has unique facial
features, the features of the captured image can be
compared with a database of previously identified images
to match the image to the identified face. Facial
recognition and related methods have been developed to
analyse and read facial expressions and determine a
person's mood, emotions, and current state. Biometric
technologies aim to measure and enhance human
characteristics. Current technologies are like iris
recognition, voice recognition and fingerprint recognition

(Cook et al., 2019).

Maritime Piracy

The word "pirate" comes from the Latin word "peirate,"
from which the word "pirate" is derived, and the Greek
word "peiratés" is a noun derived from the verb "peiran,"
meaning "to try" or "to attack" (Julius et al. 2022). Since its
inception, the concept of piracy has included the terms
"attempt" and "actual infringement." The concept of
piracy has changed throughout history depending on the
act itself, the perpetrator's modus operandi, and the era

(Hashting and Philips 2022).

For a long time, piracy was associated only with maritime
transportation, but it has since expanded into other fields,
such as aviation, intellectual property, and broadcasting.
More recently, piracy has become a popular topic in

aviation, computers, radio, and television. As a result, the
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term "piracy" is often used to refer to illegal or
unauthorized activities. Although today the term "piracy"
is sometimes used in different meanings, its original
meaning was related to maritime transportation, where it
denoted warlike, plunderous, and violent actions at sea
against ships, their cargo, and the people (crew and
passengers) on board. The codification of customary
international law on piracy in the 1958 Law of the Sea
Convention and the 1982 United Nations Convention on
the Law of the Sea led to the development of an
internationally recognized definition of piracy (Ayto, 2005;

Amirel, 2009).

The definition of piracy has evolved over time and
depended on circumstances. The evolution of the
definition reflects the politics of the time, which was
characterized by a distinction between pirates and
privateers (Langfitt, 2011). In ancient times, piracy
referred to those who attacked others at sea. The Greeks
and Romans distinguished between pirates and pirate
societies. A pirate society was a community that
plundered people and goods en masse without an official
declaration of war (Goodwin, 2006). In the Middle Ages,
piracy was seen as simple theft at sea. To avoid wars,
looting  between  kingdoms was masked by
unconstitutional charters and treaties organized by civil
society. By the 17th century, pirates were no longer
accepted by pirate society. Pirates were seen as
individuals who banded together to commit evil, and

these groups did not form a state (Rubin, 2006).
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2.3 Theoretical Review

Global Anomie Theory

Global Anomie Theory (TAG), developed by Nikos Passas
(1999, 2000), describes the impact of globalization and
neoliberalism on the state and the conditions within the
state that create anomalies that lead to deviance. It also
analyses global cultural structures and forces that affect
societies and individuals. The theory is holistic in that it
incorporates anomalies and other criminological
approaches, as well as relevant insights from the social
sciences; TGA aims to provide an integrated macro-theory

of the social context of deviance (Twyman-Ghoshal, 2021).

According to the comprehensive approach to dysfunction,
neoliberal globalization is one source of dysfunction and
disharmony that creates an environment conducive to
crime and social harm. According to this theory, the
spread and intensification of neo liberalization increases
the asymmetry of crime and leads to a disconnect
between cultural goals and the legitimate means used to
achieve them. The interconnectedness resulting from
globalization leads to greater social mobility, better
international communication and increased international
trade. This process is spreading across the globe and
emphasizing the importance of a free and unrestricted
market to promote material goals, growth, and
consumption. In this increasingly interconnected
environment, there are more and more reference groups
that influence people's preferences and are increasingly

oriented toward economic goals.
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At the same time, the processes of globalization
accentuate inequality, stratification, exclusion, and
marginalization, which hinder the achievement of desired
material goals and lead to absolute and relative
deprivation (Twyman-Ghoshal, 2021). Drawing on
Merton's work, Paz argues that this sense of alienation
leads to organizational disillusionment when aspirations
are not met. All people adapt differently to stress, and
some behave differently. In such a structural situation,
deviant behaviour is rationalized and, if successful and not
punished, perpetuates itself in society as the norm for
those who have not experienced the original stress. The
theory also highlights the impact of neoliberal
globalization on governance. Regulatory norms and
control mechanisms are being dismantled to reduce state
intervention and control. Among other things, social
measures to support privatized markets are being
dismantled. The ability of governments to act effectively is
further reduced when adjustment problems become
persistent and create a non-economic environment

(Twyman-Ghoshal, 2021).

The strength of the theory is that it describes social
processes that explain the broader effects of globalization
that contribute to the emergence and perpetuation of
deviance. Before explaining the various elements and
concepts of global anomaly theory, it is important to
review the literature on the genesis of piracy. The existing
literature on piracy provides a list of factors that are
considered concomitant with piracy. Opportunity is the

most cited causal factor of piracy in the literature. In the
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context of piracy, the concept of opportunity includes
favourable geographic conditions as well as legal and
jurisdictional loopholes (Murphy, 2007). Favourable
terrain refers to physical features (e.g., narrow
waterways, numerous islands and bays that are ideal
hiding places) and the presence of potential targets in

high-traffic areas (Caplan, Moreto and Kennedy, 2010).

2.4 Empirical Review

Unmanned Aerial Vehicle in Maritime Piracy

Tahir et al. (2019) analysed the main features of drone
havens and assessed how they are perceived by the
public. To achieve their goals, they argue the features,
challenges, and importance of drones. The report also
presents the results of a pilot study with researchers,
which shows that drone platforms will be an important
issue in the future and will eventually become
mainstream.

Li and Fung (2019) investigate whether the concept of
autonomous ships brings a breakthrough to the maritime
industry by improving ship safety and local development
opportunities. This study uses the example of Norway,
which developed the first autonomous vessel and initiated
autonomous operations in the region by establishing the
Advanced Autonomous Watercraft (AAWA) program.
Another goal of the paper is to compare ship launching
with air and land vehicle automation. The idea for the
paper came from meetings and discussions with expertsin
the shipping industry, including captains, senior marine

engineers, and ship designers. Developments in autonomy
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and technology have been studied and analysed in various
international journals. Due to the practical nature of the
dissertation, a qualitative research method was used to
collect and analyse data. The conclusions of the study are
as follows. It highlights the great potential of unmanned
ships and their competitive advantage over existing cargo

ships.

Grote et al. (2022) worked with the civil aviation
community to raise concerns and questions about the
concept of shared airspace as a first step toward future
shared airspace planning. The methodology was to
conduct an interactive webinar with (n-80) participants
from the UK aviation community. The collected data (oral
and written) was qualitatively analysed using thematic
analysis, and conclusions were drawn by grouping the
identified questions into several themes and three main
topics: 1) operational environment, 2) technical and
regulatory environment, and 3) legislation and the
broader community. Nearly a quarter (27%) of
participants' comments relate to the idea that airspace
sharing is only possible if aircraft are equipped with
electronic identification (EID) systems based on collision
detection and avoidance (CAD). These results indicate that
an inclusive airspace management policy is needed to
create an appropriate technical and regulatory
environment for the creation of shared airspace, with the
main goal of involving the civil aviation community (and all

other stakeholders) in the development process.

Yu et al. (2022) focus on developing a wing segmentation

system that combines vision-based sensors and deep
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learning-based segmentation techniques. The semantic
segmentation model of the encoding and decoding system
is closely coupled with convolutional modules that
support matrix blocks, each with two different degrees of
expansion, to efficiently classify wings of different types
and sizes. To train the proposed network, images of
different types of wings were collected and expanded, and
their performance was compared with conventional
segmentation models. Finally, the trained network was
applied to drone images and was able to successfully
segment wings even in images that differed in shape and

colour.

Atole et al. (2017) provide detailed observations on
commercial drones or unmanned aerial vehicles (UAVs),
including their uses and features, based on various
secondary data, mainly reference materials, network logs
and key informant interviews. Quantitative methods were
used to compile the data. Today, drones are used in
agriculture, real estate, film and television, oil and gas
exploration, construction, fishing, wildlife control, water
management and security. Of the 30 applications in the
sample, 23.33% were for public and/or civil security. This
was followed by agriculture, wildlife photography and
monitoring with 16.67%, 3 (10%) were related to real
estate, 2 (6.67%) to fisheries and 1 (3.33%) to oil and gas,

construction, and water.

Khan et al. (2021) developed a system for real-time
accurate detection of sprayed areas, which is very
important for unmanned aerial spraying: they developed

a two-stage target detection system using Deep Learning
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from drone images. Consider creating a cilantro nursery to
determine areas to be sprayed with the classifier. The
developed deep learning system had an average F1 value
of 0.955 and an average computation time of 3.68
milliseconds to locate the classifier. The developed deep
learning system can be implemented in a real-time drone-
based delivery system to make a trade-off between
delivery accuracy and computational complexity and
overcome the computational limitations associated with

drones.

Zhang et al. (2018) propose a pheromone-based method
for monitoring drone interference against hacking attacks.
In this approach, the environment is modelled using a
pheromone map, and drone movements are detected
based on pheromone intensity. Considering the
interaction between pirates and merchant ships, an on-
board detection mechanism is proposed to increase the
probability of detecting pirates. To eliminate the
disadvantages of the indirect distribution mechanism, a
prediction and redirection mechanism using an ascending
collection mechanism was proposed. Simulation
experiments were conducted to test the effectiveness of
the proposed method. The results show that the proposed
method reduces the success rate of hacking attacks by 8%
compared to the alternate method, and that the indirect
collection mechanism is more effective than the indirect
intent propagation mechanism, especially in the presence

of many drones.

Al Abqgal et al. (2020) evaluated the advantages and

disadvantages of drones to improve port and border
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security in Kuwait and the United States. The main
research question was how drones can be effectively used
to improve port security. Primary and secondary data
were collected. Primary data was collected using
gualitative and quantitative methods. Primary data was
collected through an online questionnaire sent to 66 port
stakeholders and five semi-structured telephone
interviews with selected respondents. However, there are
risks involved in implementing such a system, especially

about terrorist organizations and cyber security threats.

Ruiz et al. (2021) report the results of a study on the use
of unmanned aerial vehicles (UAVs) as a visual data
collection tool to investigate anomalous phenomena on
building facades in the fields of architecture, engineering,
construction, and facilities management. The
methodology used is an experimental field study with
three medium and tall buildings as case studies. The
results show that digital aerial photos are more effective
in detecting damage than 3D models and orthophotos
created with digital photogrammetry software,
demonstrating the technical feasibility and effectiveness

of unmanned inspections.

Facial Recognition and Maritime Piracy

Keshtgar et al. (2019) investigated whether orthognathic
surgery affects facial recognition in the automated border
control system of airports and whether it is useful to
update the photographic identification of patients after
surgery.82 Patients underwent orthognathic surgery

between August 2013 and June 2017. Data were collected
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from 82 patients. They were asked by telephone whether
they had experienced problems with automatic or human
intervention at border controls or with other identification
documents such as driver's licenses. All questions related
to the experience prior to the intervention. A total of 50
patients responded to the survey, 35 of whom travelled by
air after the intervention. Of these, six had immigration
problems (two human, four automatic), but were able to
travel safely after additional security checks; four had
undergone double tongue surgery, one a mandibular
frontal surgery, and one a mandibular frontal surgery.
Orthognathic surgery affects identification at border
control and most of our patients had problems at the
automatic screening because the biometric data on the
chip of the electronic passport did not match the scanned
biometric data. These results may improve the
information provided to patients before surgery, but
further studies are needed to increase the sample size and

reliability.

Liu et al. (2021) analysed the confidentiality of facial
recognition and the factors affecting it. In this study, 518
online questionnaires were collected, SPSS 25.0 was used
to analyze the questionnaire data, and the Cronbach's
alpha coefficient (a coefficient) was used to determine the
reliability of the data. The results show that users are
more concerned about privacy if they think their personal
information can be compromised by facial recognition.
Henderson et al. (2018) examined how cross-cultural
responsiveness affects the ability of service providers to
recognize the faces of black and white consumers; two

experiments were conducted to understand how cross-
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cultural responsiveness affects the face recognition of
black and white consumers. It was found that the more
cross-cultural responsiveness the respondents showed
toward blacks, the better they were able to distinguish
between black and new regular customers in the same

experience.

Boo and Chua (2022) attempted to explain how
Singaporean hotel guests' attitudes toward facial
recognition technology are shaped by combining the
technology acceptance model (TAM), computational
privacy theory, and individual innovation. Guests of four-
and five-star hotels in Singapore were selected using a
systematic random sampling method. The results showed
that hotel guests made cognitive calculations when

weighing the benefits and risks of using facial recognition.

Julius et al. (2022) studied piracy and armed robbery in the
Gulf of Guinea and its impact on transportation costs and
economic growth in Nigeria. Data were taken from a
statistical report of the Nigerian Maritime Safety Agency
(NIMASA). For statistical, forecasting and modelling
purposes, EViews 12 software and one-way regression
analysis were used to model the relationship between the
dependent and independent variables of the research
hypotheses, tested at a 5% significance level. The results
of the analysis show that piracy is inversely related to
economic growth in Nigeria. A significant relationship was
also found between piracy and armed robbery and the

cost of insurance premiums against piracy on ships.
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Hustings and Phillips (2015) examine how these local
institutions shape and constrain the complex linkages and
behaviours associated with piracy. Following the literature
on state failure and piracy, they argue that norms and
institutions also impose constraints on criminal
organizations such as pirates. In the Somali Peninsula,
piracy is structurally and ideologically influenced by the
Somali right-wing economy, informal clan rules, rent-
based economic activities, and collective security
arrangements. In West Africa, sophisticated piracy
depends on the formal economy, particularly the
international oil industry. Findings show that piracy
networks often reflect and interact with the formal
institutions that regulate and protect Nigeria's oil
production, as well as oil production, refining, distribution,

and transportation facilities.

Ringsberg and Cole (2020) examine the perceived barriers
to compliance with the ICS. To test the conceptual
framework, a mixed method of empirical data collection
was used, which included interviews with national experts
and a survey in 47% of Swedish cargo ports. Based on the
proposed framework, Swedish ports believe that the
barriers to compliance are related to cooperation within
the Swedish network of maritime security stakeholders,
available resources, and the development of a security
culture. The barriers identified by smaller ports relate to
the alignment of the IHSS at different levels and the lack
of specific measures to manage maritime security. Given
the growing interest in international shipping, this paper
is one of the few to address the barriers to meeting the

demands of multi-sectoral road transport.
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Choudhury (2019) calls for a discussion of the threat to
national security posed using fake e-passports. National
security must be strengthened to combat cross-border
crime and terrorism. The verification process is
inadequate as there are no identification methods such as
physical, biometric, and electronic verification. This paper
focuses on facial recognition to improve biometric
authentication of e-passports and describes the
identification of permanent markings such as makeup or
fake faces and bags. An algorithm is proposed for
detecting permanent markings on the face caused by
cosmetics, such as moles, freckles, birthmarks, and
pigmentation. A shape model is applied to the active
appearance model using principal component analysis to
detect facial marks; permanent facial marks can be
detected using the edge detector and directional gradient
histogram. The results provide face recognition algorithms
and recommendations for secure biometric identification

of passports for national security.

Dang et al. (2022) examined key issues and implications
for consumer attitudes toward this innovative payment
method. The study used a survey to collect data from 795
Chinese retail customers. The results showed that
perceived usefulness, perceived ease of use, and
perceived innovativeness have a positive effect on
consumers' attitudes toward MFIs, while perceived risk

has a negative effect on these attitudes.

Moungsouy et al. (2022) proposed a solution for face

recognition using a mask. The lower part of the face is
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hidden and cannot be used for face recognition training.
Thus, they developed a solution for face recognition
where parts of the face can change depending on whether
the mask is on or off. The proposed solution is based on
FaceNet and aims to improve performance in masked and
unmasked situations by modifying existing face
recognition models. A simulated masked face image is
then computed from the original face image for use in face
recognition training. In addition, a heat map is generated
that allows the user to almost visually view the parts of the
face image that are relevant to masked face recognition.
The proposed method has been validated using several
test scenarios. The results show that the accuracy of face
recognition with mask is 99.2%. From the feature heat
map, unmasked parts of the face such as the eyes and
nose are more important for face recognition than the

lower part of the face, which can be masked.

Yao and Qiu (2021) built a CNN model to learn local
features of eyes, eyebrows, and mouth. These features
were then sent to a support vector machine (SVM), which
extracted the probabilities of each feature. Finally, the
model's outputs were identified and combined to produce
the final recognition results. Experimental results showed
that the improved conventional neural network structure
improved facial expression recognition performance by
0.06% for the ER2013 dataset and by 2.25% for the CK+

dataset.

Zagout and Al-Hanjori (2018) focus on efficient facial
expression recognition and show that the recognition

speed and accuracy of the proposed method are
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comparable to other methods such as principal
component analysis and linear discriminant analysis using
the same dataset. From the Olivetti Research Laboratory
(ORL) dataset, 150 faces were selected with a recognition
rate of 95.6% and accuracy of 85%, and from the Yale
University (YU) dataset, 165 faces were selected with a
recognition rate of 95.5% and accuracy of 84.4%. Thus, the
ENT dataset had a recognition rate of 95.6% and accuracy
of 85%, while the Yale dataset had a recognition rate of

95.5% and accuracy of 84.4%.

Jones (2014) determined the nature and extent of the
global piracy threat. The cost of piracy is estimated at 15-
25 billion euros globally. The global cost of piracy is
estimated at $15 billion, reaching a record high in 2011,
and continues to threaten global trade by driving up
commodity prices. Based on a literature review including
official and unofficial publications, this study aims to
provide a comprehensive overview of the extent of piracy
worldwide, including global piracy activities and
shipowner responses, as well as global trends and
temporary economic impacts. Although the overall
conclusions are not definitive due to incomplete and
unreliable data, piracy affects goods transported by sea

worldwide.

Chang and Khan (2019) seek to explain why maritime
development and maritime security are important to
Pakistan and what China's concerns are. Using qualitative
criteria, this study analyses the impact of China's CPEC
ambitions on strategic regional Deepwater management

and maritime regulation, with a focus on the port of
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Gwadar. The paper argues that the Gwadar port makes a
significant contribution to maritime security throughout
the region. It also analyses legal, national, and

international security issues related to the CPEC project.

Warren (2011) analyses the dilemmas shipowners face in
dealing with the threat of piracy off the Somali coast from
a virtue ethics perspective. Drawing on virtue theory, she
analyses the ethical dilemmas facing shipowners in
relation to the threat of piracy off the coast of Somalia. In
particular, he talked about the ethical problems faced by
shipowners sailing in dangerous areas and the dilemma of
whether shipowners should pay ransom to pirates when
their ships are attacked by pirates. It was shown that
although individual shipowners can take various initiatives
and security measures, it was concluded that piracy can
only be reduced through international cooperation

between shipowners and states.

CHAPTER THREE

RESEARCH METHODOLOGY

3.1 Introduction

This chapter presents the research approaches and
methods. In this study, it should be noted that the
following factors were considered: Data collection
process, Data analysing, training , Data visualisation,

connecting to SQL database and finally creating GUI.

List of libraries, files, and requirements.
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future~=0.18.2

opencv-python~=4.6.0.66

numpy~=1.23.1

scikit-learn~=1.1.2

pillow~=9.0.1

setuptools~=60.8.1

matplotlib~=3.5.1

tqdm~=4.62.3

Please note the requirements and libraries needed for this
project to run maybe be installed automatically depending

on the user settings.

Running process.

To run the software, the user must first run the gui.py,

Click on capture ‘Generate Pirate Dataset’ if the user
wants to collect new pirate images ( data ) . The training
of the dataset ( images) function code has been
incorporated into the “Generate Pirate Dataset” function.
This means just one click captures images, trains the

classifier, and saves it.

The user can then click the ‘Detect Pirate Face’ to identify

already trained and saved data ( Images).
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[ JCN J Pirate Face Recognition system

Name |
Age |
Address |

Generate Pirate Dataset

Detect Pirate Face

Figure 1. Gui.SOURCE: ( Arhinful, 2022)

Data collection and processing process.

According to the Data Protection Act of 1998, images of
people constitute personal data and must be handled per
data protection rules. This means that personal data must
be used properly and legally, with the consent of the
person. Images of the 4 participants used in this research
was approved and signed by the participant (See Appendix
A).
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Participants Gender Ethnicity
Xavi Male Black — Caribbean
Jen Female Black — Caribbean
Abbie Female Black — African
Isaac Male Black — African
Lorraine Female White — British

OpenCV-Python

The dataset was generated with OpenCV-Python which
was created to resolve issues with computer vision.
OpenCV-Python has over 2500 optimised machine

learning algorithms for facial and many objects detection.

It's important to mention the difference between face
detection and face recognition. Face detection detects
only faces in video or picture while face recognition
identifies the face of the person in a picture or video. For
this research, OpenCV-Python will be used to detect only
faces from the images or videos which is captured by the

external image/video capture device.

The purpose of using OpenCV-Python for this project is to
identify faces in a video or images captured from the
device’s internal or external camera. After the face
detection (How many faces are there in the video or
picture) has been completed, the image will be cropped
and pass on to the Neural Network for face recognition (

To know the name of the person ).

For OpenCV-Python to be able to detect a face in a picture
or video, it uses an algorithm called Haar feature-based

cascade classifier. There are many Haar feature-based
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cascade classifiers algorithms to detect specific objects in
an image or video. Examples are like cars, bikes, number
plates and many different objects. Since our focus is on
face detection, we will focus on the Haarcascade

frontalface.

The Haarcascade frontalface algorithm classifier first
requires many both positive (pictures of faces) and
negative (images without faces). After that, we must draw
features from it. The Haar features in the image below are
utilised for this. They resemble our convolutional kernel
exactly. Each feature is a single value that is obtained by
deducting the sum of the pixels under the white and black

rectangles.

: D (a) Edge Features

[[ E (b) Line Features
;! (¢) Four-rectangle features

image

Figure 2. Sample of Haar cascade classifier features. SOURCE. (Behera, 2021 )

To calculate and match features, the haar features move
in window-sized across the image.

A classifier is used in the Haar cascade. Positive data points
that are a part of our observed item are classified

differently from negative data points that are not.
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In the Figure 2 below, an example depiction of a picture
with pixel values ranging from 0.0 to 1.0 is shown on the
left in the rectangle. A haar kernel, which has all the bright
pixels on the left and all the dark pixels on the right, is
represented by the rectangle in the centre. The haar
computation is performed by comparing the average pixel
values at the lighter and darker regions, and then
calculating the difference. The haar feature will detect an
edge if the difference is near to 1. Basically, the Haar
travels in a rectangle from left to right pattern covering

the entire image or video a face.

SUM OF THE DARK PIXELS/NUMBER OF DARK PIXELS -
SUM OF THE LIGHT PINELS/NUMBER OF THE LIGHT PINELS
(07+04+01+05+08+02+03+07+05+
01+04+08+09+06+10+07+03+0.0/18

Me+05+08+04+0.1+02+06+08+10+
09+0.1+05+0.1+03+07+04+10+02/18

051053 =-0.02

Figure 3. Haar cascade classifier mathematical calculations: SOURCE. (Behera, 2021)

Data_generate.py

The Data_collection.py file is coded to use a webcam to
capture images, convert the image to grey and detect
faces in the image.

After which the image will be cropped and converted from
Red, Green, and Blue (RGB) to greyscale because grayscale
is 3 channel image which reduces the complicity for face
detection by the Haar cascade algorithm.
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Figure 4. generating dataset. SOURCE:(Arhinful,2002)

The next step is to connect (With OpenCV-Python) to the
webcam to take images, the images will be stored into a
folder called images. The images are stored in a folder

called images.

After each image is collected from the participant, the
webcam will be closed with a printed message “collecting

samples completed....”

Train_classifier.py

Before we get into details of how to train the classifier, we
will just have detailed explanation of the algorithm.

LBPH is a machine learning algorithm. The Local Binary
Pattern (LBP) texturing operator labels each pixel in an
image by thresholding its immediate surroundings and
treating the result as a binary number.

Since its initial description in 1994 (LBP), it has emerged as
a potent characteristic for texture categorization.

Additionally, it has been found that using LBP in
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conjunction with the HOG descriptor significantly
enhances detection performance on specific datasets.
We can express the images of faces using a
straightforward data vector by using the LBP in
conjunction with histograms.

As a visual descriptor, LBP can also be utilised for face
recognition tasks, as demonstrated in the steps that

follow.

Let's continue and examine the steps of the algorithm now
that we have a better understanding of facial recognition

and the LBPH:

LBPH has 4 parameters.

Radius: Shows the areas surrounding the pixel for circular
binary pattern , which stands for the region around the
centre pixel. Mostly, it is set to 1.

Neighbors: The number of sample points used to create
the local binary pattern in a circle.

Grid X: The quantity of cells arranged horizontally.

Grid Y: The quantity of cells arranged vertically.

The initial computational phase of the LBPH is to produce
an intermediate image that, by emphasising the face
features, more accurately describes the original image.
The method does this by utilising a sliding window idea
depending on radius and neighbours.

The illustration below demonstrates this process:
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200 | 50 | 50 1 o]0 150 | 90 | 80

50 | 90 |100|—>| 0 1 |- 30 | 141
160 | 70 | 210 1101
3x3 pixels Threshold Binary Decimal
90 10001101 141

Figure 5. LBPH procedure. SOURCE ( Prado. 2017)

Let's break it down into a few simple steps based on the
illustration above so we can easily grasp it:

Let's say we have a grayscale image of a face.

A 3x3 pixel window will give us a portion of this image.

A 3x3 matrix with the intensity of each pixel (0-255) can
likewise be used to represent it.

The matrix's central value must then be used as the
threshold, which is what we must do next.

The new values from the eight neighbours will be defined
using this value.

We establish a new binary value for each neighbour of the
threshold value. For values that are equal to or higher than
the threshold, we set 1; for values that are lower, we set
0.

The matrix will now only have binary values (ignoring the
central value). Each binary value from each place in the
matrix must be concatenated line by line to create a new
binary value (e.g., 10001101). Note that while various
authors concatenate the binary values in different ways
(such as in a clockwise direction), the outcome will be the
same.

The central value of the matrix, which is a pixel from the
original image, is then set to this binary value after being

converted to a decimal value.
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The algorithm needs to be trained with a dataset
containing the facial photographs of the persons we wish
to identify. For each image, we must additionally include
an ID (which may be a number or a person's name), which
the algorithm will use to identify an input image and
provide an output. The same ID must appear on all images

of the same person. the training set is already built.

To achieve this, the name of the images will be converted
in @ NumPy array. After training the classifier, it will be

saved as a .xml file.

Figure 6.Training the classifier . SOURCE: (Arhinful,2022)

The algorithm has already been trained at this point. Each
histogram produced serves as a representation of one of
the training dataset's images. To build a histogram that
accurately depicts an image, we repeat the process for a

fresh image after receiving an input image.

Therefore, we only need to compare two histograms to

find the image that matches the input image.
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® The distance between two histograms can be calculated
using a variety of methods, such as the Euclidean distance,
chi-square, absolute value, etc. Based on the following
formula, we can apply the well-known Euclidean distance

in this example:

D

n
Z[ histl; — hist2;)?

=1
Figure 7.Confidence level formular . SOURCE.( Prado. 2017)

Thus, the "confidence" measurement is the algorithm's
output. The algorithm's accuracy in identifying the image
can then be automatically determined using a threshold
and "confidence." If the confidence is greater than the
threshold specified, we can assume that the algorithm has

correctly recognised the object.

Detect_face.py

The detect face.py file contains a function which draws
boundaries over the image in the webcam. The code loads
pre-saved images from the saved classifier.xml file and
makes a prediction based on the stored images. If the
images are not matched in the images folder, it will display

“unknown”
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draw_boundary ( F ghbors, color clf):

scaleFactor, minNeighbors)

+ h), color, 2)

confidence >
id

ext(img x, y ON S X color cv2.LINE_AA)

ext(img X, y - 5), cv2.FON RSHEY_SIMPLEX color cv2.LINE_AR)

ext(img

JtText(img

CascadeClassifier(

Figure 8.Detect face. SOURCE. (Arhinful,2022)

GUL.

A simple GUI was created with tkinter with 2 buttons, one
for data generation and training. The other button is for
face detection. The function in the GUI will connect to the
webcam or external camera, generate dataset, train
model, and predict images.

tk.E

t1.grid(

tk.Label(window

Figure 9.Tkinter GUL.SOURCE.(Arhinful,2022)

SQL Database.

The final part of the project is to create an SQL database
to store all the information from the pirates. This database
will serve as source of information on the suspected
pirates.

The database can be access on a local network. Below is
the URL address.
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http://localhost/phpmyadmin/index.php?route=/sql&db
=Authorised user&table=my table&pos=0

eoe M < ® localhost b +
e B 1 Soncr oot - Do Auhocod o - BTy ]

. N Browse ¥ Stucture [ SGOL 4 Sewch 3¢ Insert <) Export (o Import = Privieges  Oporations ¥ More
Y I
Recent Favortes
 Showing ows 0- 2 (3 otal, Query fook 0.0002 seconds.)

& New SELECT + FROW “my_table
8§ Ao Profiing [ Editinine ] [ Edit [ Explain SQL ][ Create PHP code ][ Refresh ]
1 o New
ey Show all
w al mber of row 0 tor n a
§-3 ormatoniata Numberof rows: (25 | Filter rows. Sortby key: | None
S mysql
2 Exva options
4~ performance_schema
+ myadmin
e Gabs v id Name Age Address
- test
JEdt 3iCopy @Dete 1lsaac 30 Southampion
o Edt 3iCopy @Delole 2 Xavi 40 233455
JEdl 3iCopy @Delete 3 Abble 20 Southampion
T Checkal  Withsolected: SEAt  FiCopy  @Deiete i Export
Showall | Numberof rows: 25 & Filter rows: Sortby key: | None 0

Query results operations

@Print  FiCopytocipboard w3 Export g, Display chart # Croate view

& Bookmark this SQL query

= Console Lot avery user access this bookmark

Figure 10.5QL Database Table . SOURCE: ( Arhinful.2022)

my_table

INT_HERSHEY_SIMPLEX color

FONT_HERSHEY_SIMPLEX

Figure 11.5QL Database Code. SOURCE:(ARHINFUL,2022)

Project conversion to application.

The project was converted to .exe file to be used on
windows operating system.

CHAPTER FOUR

4.1 Research Analysis and findings.
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From the software results, we noticed the software was
able to identify each participant in the research. What we
also noticed was, the ‘confidence’ level parameter needed

a little adjustment during night mode.

The background light had a significant impact on the
confidence level which is an important parameter for

accurately making the identifications.

confidence >
cv2.putText(img, s, (x, y - 5), cv2.FONT_HERSHEY_SIMPLEX color cv2.LINE_AA)

cv2.putText(img (x, y - 5), cv2.FONT_HERSHEY_SIMPLEX ) Cv2.LINE_AA)

coords = [x, y, w, h]
coords

recognize(img, clf, faceCascade):
y_boundary(img, faceCascade

Figure 12.Confidence level parameter. SOURCE ( Arhinful.2022)

The software was able to identify all participants during
day light but failed to identify one black male participant
in the living space ambient light conditions. With an
increase in the confidence level to 82, it was able to

recorrect its error and identified the last ( all ) participant.

Daylight with about 2300 Living space ambient with

footcandles ( confidence 79) about 5 footcandles (
confidence 80)
Number of participants 5 4

identified correctly.

Figure 13. Real world test results. SOURCE( Arhinful, 2022)

The figure below shows the first test with two participants
at the same time.



° face detection

Figure 14. Test with two participants. SOURCE( Arhinful , 2022)

° face detection

Figure 15.Test with two participants2 (SOURCE( Arhinful , 2022)

This software can be incorporated into microprocessors

like raspberry pie or UAV for combating Maritime Piracy

CHAPTER FIVE

5.1 Limitation.

The software was not tested on UAV to test its robust
capabilities due to lack of UAV hardware. In this situation,

the software will rely on the integrity of the UAV camera
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for accurate facial detection. Most cameras are fitted with
gimbles and can pick up objects from long range. The
Technology is available, which makes this research

pragmatic.

Another limitation is the model evaluation which is a
crucial part of Al modelling. Since the LBPH algorithm is
already defined and takes its testing source live from the
camera, the researcher must use different techniques to
get the model score which was unsuccessful at that time
due to minimum time. But the PyCharm IDE shows
evidence of several attempts to get the actual model

performance figures. This will be worked on in the future.

CHAPTER SIX

6.1 Conclusion.

Today, property safety and Maritime operations security
have grown to be major global concerns. Many security
control methods, such as video surveillance and alarm
monitoring, have been deployed, but contemporary

security requirements call for advanced technology.

This study used human facial detection and recognition
techniques to create a cooperative software for UAV for
surveillance in an open environment. These body
detection and facial recognition algorithms function

effectively under controlled conditions, according to
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experimental observations. The focus of future study will
be on performance enhancement, such as expanding the
facial recognition ranges in various locations and under

diverse circumstances.
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Figure 16.Participant Questionnaire form 1.
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Figure 17.Participant Questionnaire form 2
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Figure 18.Participant Questionnaire form 3
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Figure 19.Participant Questionnaire form 3
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